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As of 2021, the following areas have  
the most material changes in risk 
assessment compared to 2020:

 • IT and information security, which  
is primarily connected with the 
increasing attention of Russian 
Railways’ customers to this area as 
well as more stringent regulatory 
environment and specific features 
of the processes as a result of the 
pandemic;

 • passenger transportation amidst 
the COVID-19 pandemic and related 
restriction risks. 

At the same time, there is a positive trend 
in traffic management, locomotive traction 
services and management of social 
facilities.

Key measures to respond to risks 
implemented in 2020 by business lines 
included:

 • review and improvement of internal 
processes for identifying key gaps, 
developing and implementing 
systematic mitigants to reduce 
risk impact and prevent future 
negative developments (including 
enhancement of the Company’s 
internal regulations), based, among 
other things, on the best practices;

 • automation and digitisation, including 
measures to improve the reliability 
and efficiency of data, reduce the 
human factor and manual labour, and 
increase the speed of management 
decision-making;

 • legislative initiatives aimed at 
increasing the transparency of the 
Company’s operations, including 
through implementing the regulatory 
guillotine mechanism to eliminate 
outdated regulations;

 • employee training and increasing the 
level of employee competencies; 

 • taking into account the factors in 
connection with the COVID-19 spread, 
economic downfall in the countries 
of operation, changes in foreign 
exchange rates, changing geopolitical 
situation in some countries of 
operation, including development 
and implementation of respective 
mitigants to ensure, inter alia, health 

and safety of the employees and 
customers and ability of the Company 
to continue as a going concern.

Sustainability risks

Russian Railways pays particular 
attention to sustainability risks. 
Sustainable development of the 
Company is underpinned by its 
economic, environmental and social 
performance as one of Russia’s major 
economic entities. The Company’s results 
are set out in its public sustainability 
reports. Russian Railways analyses 
international sustainability trends, 
reviews and improves its activity with  
a sustainable perspective, which makes 
it possible to identify growth drivers and 
leverage new sustainability opportunities 
in its activity balancing the opportunities 
for the Company and respective risks.

Social risks

The Company addresses risks with 
regard to its employees and retirees 
as well as other social partnership 
entities and personalities. Dealing with 
the risk of ineffective social policy is 
primarily aimed at creating sustainable 
working environment, fulfilling the 
obligations under the Collective 
Bargaining Agreement and cultivating 
the Company’s positive image to prevent 
decrease in labour productivity, staff 
motivation, and performance, avoid 
collective labour disputes and strikes.

In 2020, the following measures were 
taken to respond to this risk:

 • employee training;
 • analysis of the performance under  

the Collective Bargaining Agreement 
 • improvement and development of 

social benefits and guarantees for 
Russian Railways’ employees and 
retirees;

 • staff monitoring, continuous information 
sharing and surveys through 
corporate channels, implementation 
and development of electronic 
communication tools, analysis of public 

appeals, participation in employee 
meetings, interaction with the trade 
union.

The measures taken in 2020 helped 
to increase employee satisfaction and 
awareness, fulfil social responsibility and 
employee protection obligations, attract 
and retain employees, create decent 
living conditions for the retirees.

Health and safety risks

In 2020, production departments of 
the Company’s branches assessed 
professional risks for the main types of 
hazardous occupations by conducting 
an integral assessment, defining the 
acceptable risk levels and making lists 
of unacceptable and undesirable risks. 
The measurement results were then 
evaluated and rated by the regional 
business units and summarised in risk 
matrices for the main types of hazardous 
occupations.

For example, professional risk 
management initiatives were developed 
and included in the Comprehensive  
Health and Safety Improvement 
Programme for 2018–2020 based  
on the risk assessment results. In 2020, 
the Company spent RUB 28.5 bn  
on the Programme. 

Corruption risks

Russian Railways’ Board of Directors 
approved the risk appetite statements 
for 20201 under which the Company 
follows the principle of zero tolerance of 
corruption in any form or manifestation 
thereof and takes all necessary actions  
to prevent and combat corruption, 
respond to fraud risks and build a common 
understanding of zero tolerance of 
corruption among all stakeholders. 
Following the corruption risk assessment, 
Russian Railways’ consolidated register 
of corruption risks for 2020 was updated 
and approved on 21 August 2020. Two 
more items – Information Technology and 
Traffic Safety – including the description 
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of nine possible corruption schemes were 
added to the register. 39 new possible 
corruption schemes were defined and 
31 known corruption schemes were 
fleshed out.

As part of corruption risk management 
and internal control system functioning   
in the reporting year,  in Russian Railways’ 
and its affiliates’ units and subsidiaries 
which have units carried out over 50 
anti-corruption compliance audits and 
approved corrective actions.

Climate change risks

The Company pays great attention to 
climate change risks, analysing the 
climate change impact and taking it into 
account when planning its activities.  
The key threat that can potentially  
affect the Company’s business is the 
growing number of meteorological 
hazards that jeopardise railway 
operations. These include heavy 
rains and snow, extremely low and 
high temperatures, huge temperature 
swings, glaze, rime and greater impact 
of dangerous hydrological phenomena, 
such as spring floods and freshets, etc. 
To address these risks to infrastructure, 
the Company implements various 
strengthening solutions (anti-washout  
slab covers, rock dumping, rock 
anchorage) and builds structures for 
protection of the track bed from natural 
hazards (such as mudflows, landslides, 
avalanches and rockfalls).

The Company has approved the work 
request for Comprehensive Analysis 
of the Exposure of Russian Railways’ 
Infrastructure to External Factors  
as part of its R&D plan for 2021.  
The work will result in the creation of 
a hardware and software system based 
on Russian Railways’ Geoinformation 
Platform to forecast and take account 
of changing environmental and 
anthropogenic factors affecting the 
technical condition of the engineering 
structure during its operating lifetime 
according to the methodology developed 
as part of the said work to calculate 

the effect of external risk factors on the 
condition and reliability of engineering 
structures.

Procurement risks

The main procurement risks include:
 • procurement of materials and 

resources at a suboptimal price;
 • procurement of materials and 

resources in volumes that are 
insufficient for Russian Railways’  
units;

 • failure to perform the obligation to 
procure required volumes from small 
and medium-sized businesses;

 • failure to provide or untimely  
provision of information about Russian 
Railways’ procurement activity 
according to the procurement laws  
and Russian Railways’ regulations;

 • violation of laws when arranging and 
holding procurements;

 • violation of laws when making 
procurement disclosures;

 • improper preparation of documents  
for competitive procurements.

The Company has the following 
procedures in place to eliminate or 
respond to procurement risks:

 • development and updating of  
Russian Railways’ regulations  
defining the steps to be taken  
by the Company’s units involved  
in procurements;

 • procurement process automation;
 • training of employees involved in 

procurement;
 • control of compliance with Russian 

laws and Russian Railways’ regulations 
when arranging and holding 
procurements.

Cybersecurity risks

Information security risks are of no small 
importance for Russian Railways. If they 
materialise, information security threats 
may disrupt or suspend IT services, 
the process flow and operations of the 
Company, including leakage of information 
with restricted access.

The key information security measures 
implemented by Russian Railways include:

 • classification and categorisation of the 
Company’s information systems;

 • information security threat modelling;
 • proper arrangement of the information 

infrastructure components with due 
account of information security;

 • development of information protection 
requirements;

 • design and implementation of 
information protection systems in the 
Company’s information infrastructure;

 • assessment of the system compliance 
with information security requirements;

 • employee training in information 
protection;

 • information security of the Company’ 
information systems in use;

 • arrangement of the Company’ workflow 
with due account of information 
security requirements;

 • identification and handling of 
information security incidents;

 • enhancement of the Company’s 
information security policies and 
guidelines;

 • internal investigations of information 
security violations.

In 2020, Russian Railways took steps to 
implement and maintain the information 
protection system, including:

 • automated information security 
management system;

 • centralised access node for information 
systems;

 • solution for monitoring and controlling 
information transmission channels;

 • hardware and software for controlling 
access of privileged users;

 • system for evaluating the security 
of automated information and 
telecommunication systems of Russian 
Railways;

 • system for detecting and preventing 
cyberattacks on information 
infrastructure.

In 2021, it is planned to: enhance the 
information security management and 
control systems monitor the security of 
the Company’s information infrastructure 
enhance the Company’s information 
security policies and guidelines.
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Financial risk management

The Company lays a strong emphasis 
on managing financial risks and 
insuring its property and liability. In 
2020, key objectives in the realm of 
financial risk management included 
framework adjustment to potential 
adverse geopolitical and macroeconomic 
factors, and further efforts to ensure 
implementation of uniform financial risk 
management principles across the Group. 

The key internal regulation governing 
financial risk management at Russian 
Railways is the Company’s Financial 
Risk Management Policy. All related 
decisions are made by the Financial Risk 
Management Commission, a collective 
body headed by the First Deputy CEO 
of the Company. The financial risk 
management proved the Commission’s 
efficiency as a management decision-
making centre due to the involvement 
of all respective units in discussing and 
making well-informed decisions taking into 
account all related risks. The Financial Risk 
Management Commission holds regular 
meetings. In 2020, over ten meetings 
were held to discuss numerous issues, 
including management of the Company’s 
foreign currency exposure, approaches 
to hedging, financial risk management as 
part of implementation of the first priority 
investment projects.

Russian Railways approaches to financial 
risk management are based on best 
practices in financial risk management, 
principles of diversification through the 
use of various risk management tools 
and reliable counterparties. The risk 
management policy excludes speculative 
risk management tools, as well as 
operations with unreliable counterparties.

Credit risks

To manage its credit risks, Russian 
Railways has put in place procedures 
to calculate credit limits and regulatory 
documents governing operations with 
bank guarantees and sureties, including 
the unified corporate standard of the 
Russian Railways Group for dealing with 
collateral instruments. The Company 
assesses financial institutions and 
calculates relevant credit limits so as 
to manage bank transactions involving 
deposits and bank guarantees based 
on the financial standing of the financial 
institution. The assessment of financial 
institutions is based on the analysis 
of their qualitative and quantitative 
performance indicators in accordance 
with the internal methodology developed 
with input from leading risk management 
experts. The Company lays a strong 
emphasis on improving and developing 
the approaches to assess financial 
institutions taking into account the latest 
changes in the Russian banking sector. 
Credit limits are calculated using an 
automated system.

In its dealings with the real sector 
companies, Russian Railways relies  
on a system of management standards 
that include standard terms of settlement 
with counterparties, provisional remedies, 
treasury control, limitation of receivables 
and payables, bank guarantees 
underpinning the parties’ commitment  
to competitive bidding, proper 
performance and repayment of advances. 
These tools help to protect Russian 
Railways against the risk of counterparty 
default. Financial institutions that issue 
bank guarantees and sureties are 
selected based on their credit record and 
existing credit limits.

Liquidity risk

The Company manages its liquidity based 
on the balance of payments, payment 
schedule and payment position as per 
the approved budgets. Depending on the 
current liquidity situation, the Company 
promptly raises or deposits funds under 
the best market conditions. The Company 
manages its liquidity based on Reuters 
and Bloomberg systems. The Company 
is also promoting the use of cash pooling 
for intercompany liquidity management 
purposes.

Currency and interest risks

To assess this category of risks, the 
Company builds models and evaluates 
budget parameters factoring in potential 
volatility of the relevant market indicators. 
Assessment of Russian Railways’ 
currency risks and selection of a currency 
risk management tool are based on 
the analysis of the Company’s foreign 
currency exposure, the Company’s 
operations are broken down into and 
analysed by investment, operating and 
financial activities. 

The amount and structure of the estimated 
foreign currency exposure have further 
implications for the Company’s borrowing 
policy and hedging approach. Russian 
Railways regularly revises its foreign 
currency exposure and adjusts its 
approach to managing currency risk and 
FX-denominated loan portfolio. 
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